Risk management plays an important role in the organizations functionality. It requires reliable realization of its key task that is risk analysis. Information security risk analysis is an essential component in organizations operations. Traditional information security risk analysis methods include quantitative analysis method and the qualitative analysis method. Both the quantitative method and the qualitative method have some advantages in the risk analysis process. We also have the composite methods like the analytical hierarchy process and the fuzzy comprehensive methods. Hierarchy process is now widely used in the risk assessment or the security assessment. Hybrid models are developed by integrating two or more models. A practical advice for the evaluation of the risk is discussed. Combination of the AHP and the fuzzy comprehensive methods named as the fuzzy -AHP method is also discussed.
Introduction
Risk is the key element in the process of information security risk analysis and the risk management. Risk is the chance that an investments actual return is different than the income that is expected. It is the threat, damage, loss, injury or any other negative occurrences that are caused by the external or the internal vulnerabilities [1] . It is also the thing that we can't predict or it is the unpredictable thing.
Risk analysis is often identified by its management. Risk analysis is the most important process in the risk management, risk identification and then risk has to be controlled or minimized. Risk analysis is the comprehensive identification of the threats and susceptibility in the systems assets and the identification of the needs [2] . Risk analysis includes the process such as the identification of the risk, threat analysis and vulnerability analysis. The aim of the risk analysis is provision of information which is in desirable on application on specified data. In the figure the general model of the risk analysis is displayed.
[ Fig. 1 ] General model of the risk analysis Risk analysis is developed from the combination of qualitative and the quantitative methods [3] [4] . This includes integrated analysis of risk identification, estimation and evaluation of the risk. In the risk analysis quantitative analysis method and the qualitative method are the two fundamental methods in the risk analysis on which the assets are exposed.
Information security risk assessment is an ongoing process of discovering, preventing and correcting security problems. The risk assessment helps each agency determine the acceptable level of risk and the security requirements for each system. It is an integral part of the risk management process designed to provide appropriate levels of the security. Information security is the part of the security processes.
Fuzzy Comprehensive Evaluation Method
Fuzzy comprehensive evaluation method helps us to reduce inconsistency and irregularities in the system. It is the combination of both qualitative and quantitative risk assessment methods. This method does the risk assessment process by defining a group of remarks such as excellent, good, medium, low etc., and then obtaining the evaluation matrices (single, multiple) from the evaluation scores given by experts. These matrices are then subsequently translated in to membership weights with the membership function. Finally fuzzy transform computing is performed and we get the final evaluation result.
The steps present in the fuzzy comprehensive evaluation method are as follows
Step 1.
In this step the risk factors are fuzzified by defining a group of remarks such as excellent, good, middle, bad etc i.e,we establish the element and the grade factor sets. Here grade factor set = (excellent, good, middle, bad) etc., and element set A= (a1, a2, a3, a4 ,an).
Step 2. Obtain the evaluation matrices from the evaluation scores given by experts
The evaluation statistics table we consider should be approved by a certain or more number of experts which helps in determining the evaluation factors level in the information risk security.
FUZZY-ANALYTICAL Hierarchy Process (FUZZY-AHP)
Fluffy extensive assessment is a branch of fluffy mathematic which is made by an understood electronic specialist and computer science master L.A.Zadeh and dealed with the fluffy marvel with scientific system. Fluffy is one of the qualities of human speculation and fluffy sets hypothesis is a viable apparatus for fluffy marvel treatment, while the assessment is a general perspective of things that the way of deduction decides its fuzziness. As a result, the fluffy mathematic technique Proceedings of the second International Conference on Maritime and Naval Science and Engineering ISSN: 1790-2769 119 ISBN: 978-960-474-120-5 has been broadly utilized as a part of the field of deliberate evaluation [5] . AHP is better at registering list weight and comparing record in the same column than at arranging level, while fluffy complete assessment strategy can for the most part refect the way of subjective evaluation without impediment of scale [6] [7] [8] , but its weight is normally given by the specialists in light of experience can not assist with subjectivity. The upsides of the two techniques are coupling to frame another method: Fuzzy-AHP (FAHP), which consolidates the subjective investigation with quantitative examination to make subjective gauges more goal. FAHP has developed rapidly, due to be ceaselessly refined and improved, which has advantage on managing complex issues of multi-level assessment and issues of choice making and has step by step extended to apply on a few fields in late years. At the same time, the models progressively enhanced and turned out to be more distinctive as a consequence of the intricacy of different fields. The decision makers may be uncertain about his/her level of preference due to incomplete knowledge or information, inherent complexity, uncertainty with in the decision environment and lack of appropriate measure of scale. In such cases it is difficult to measure the crisp numerical values of the comparison ratios.
AHP is structured, consistent and intuitive. However, AHP is criticized for its inability to accommodate uncertainity in the decision-making process. A natural way to cope with these uncertain judgements is to propose a evaluation tool where the experts judgements are translated into fuzzy sets or fuzzy numbers.
Fuzzy-AHP uses fuzzy set theory to express the uncertain comparison judgements as fuzzy numbers. The main steps of Fuzzy-AHP are as follows:
-Structuring the decision hierarchy (Similar to the conventional AHP. The first step is to breakdown the complex decision making problem into constituent parts and establishing a hierarchy) -Developing the pairwise fuzzy comparison matrices -Consider a prioritization problem at a certain level with n elements, where the pairwise comparison matrices are represented by fuzzy-triangular numbers. As in the conventional AHP, each set of comparisons for a level requires n(n-1)/2 judgments, which are further used to construct a positive fuzzy reciprocal comparison matrix A={  }.
-Checking the consistency and deriving priorities
This checks the consistency and extracts the pairwise comparison matrices priorities. If the pairwise comparison matrices pass the consistency check, fuzzy priorities can be calculated with the help of conventional fuzzy ahp methods. Thus the priority vector can be obtained from the comparison matrix by applying the prioritization method.
This step aggregates the local priorities obtained at different levels of the decision hierarchy in to composite global priorities for alternatives on the basis of weighted sum method 3 . Conclusion which helps to analyze which methods are given importance over other risk assessment methods based on the complexity and uncertainty in the problem environment. In this paper AHP, fuzzy and fuzzy-AHP are discussed and the future scope is to analyze and develop the different methods which can deal with the decision making problems effectively. Future work will be to work with the choices, when DM would not like to make any examination between any two paradigm/options and can leave that correlation network section vacant. Endeavors can be made to actualize other Multi Criteria Decision Making methodologies, utilizing Different Fuzzy Numbers and enhancement of the weights of the MCDM
